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• Understand and describe the purpose and types of 
access control lists (ACLs)

• Configure, monitor, and troubleshoot ACLs for IPv4 and 
IPv6

• Understand and describe the operations and benefits of 
Dynamic Host Configuration Protocol (DHCP) and 
Domain Name System (DNS) for IPv4 and IPv6

• Understand and describe the operations and benefits of 
Network Address Translation (NAT)

• Configure and troubleshoot NAT operations

CCNA Routing and Switching: Routing and Switching Essentials

Certificate of Course Completion

• Understand and describe basic switching concepts and the 
operation of Cisco switches

• Understand and describe enhanced switching technologies

• Understand and describe dynamic routing protocols, 
distance vector routing protocols, and link-state routing 
protocols

• Configure and troubleshoot basic operations in a small 
switched and routed network

• Configure and troubleshoot VLANs and inter-VLAN routing


